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Protocol Oxfe68
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[ ] _ws.col protocol == "0xte68"

MNo. Time Source Destination Protocol Lengtl Info

El protocolo Oxfe68 es un protocolo de comunicaciones real, no documentado (no encuentro nada
sobre el por el momento), que comunica mi router liveboxfibra con otro dispositivo denominado
Spanning-tree-(for-bridges) con una direccién MAC 01:80:c2:ef:03:fe.

Para encontrar algo de informacién sobre la direccién MAC, que tampoco se encuentra nada, hay que
irse al Comité de Estdndares IEEE 802 LAN/MAN, localizar el archivo admin-jeffree-standard-group-
mac-address-assignments-0307.pdf y ubicarla en su rango correspondiente.
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01-80-C2-00-03-00
to unassigned
01-80-C2-FF-FF-FF

Es decir, no esta asignada a ningun dispositivo. Sin embargo, el router no para de realizar conexiones
a la misma constantemente.

En los paquetes, siempre estan los caracteres “OSP”. Y siempre en la misma posicién
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Spanning-tree-for bridges es para Wireshark el STP Protocol. En su pagina indica que seria una
actividad propia del router.
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Filter: Istp ¥  Expression... Clear Apply

Diestination

52 1.393547 0 118 sSpanning-tree-(for-bridges)_00 RoOT
33 1.303572 Cisco_1c:40:18 PVsST+ STR Conf. Root

8192,/1/50:3d:e5:9F:dl:cO0 Cost = 12 Port = OxS013

BlS92/1/50:3d:e5:9F:dl:c0 Cost = 12 Port = OxB0LE

25 1.426123 cCisco_lc:40:18 PVST+ STR conf. Root = 8192/300/50:3d:e5:9F:dl:cO0 cCost = 12 pPort = 0x8018
78 3.390958 Cisco_1c:40:18 spanning-tree-(for-bridges)_00 sTP conf. Root = 8192/1/50:3d:e5:9F:dl:c0 Cost = 12 Port = OxS0L3
7O O3.300980 Cisco_lc:40:18 PVST+ STP Conf. Root = 8192,/1/50:3d:e5:9F:dl:c0 Cost = 12 Port = Ox80LS8
80 3.412186 cCisco_lc:40:18 PVST+ STR conf. Root = 8192/300/50:3d:e5:9F:dl:cO0 cCost = 12 Port = 0x3018

Frame 32: 60 bytes on wire (480 bits), 60 bytes captured (480 hbits)
IEEE 802.3 Ethernet
Logical-Link cContraol
Spanning Tree Protocol
protocol Identifier: spanning Tree Protocal (0x0000)
protocol version Identifier: sSpanning Tree (0)
BPDU Type: Configuration (0x00)
# EPDU flags: ox00
# Root Identifier: 8192 /1 / 50:3d:e5:9F:dl:co
root Path Cost: 12
# Bridge Identifier: 32768 /1 / 00:la:az:1c:40:00
Port fdentifier: 0x8018
Massage Age: 3
Max age: 20
Hello Time: 2
Forward Delay: 15

OEHEBH

0000 01 80 CZ2 00 00 00 00 1a a2 1c 40 18 00 26 42 42 (....... .. . .&BE
0010 03 00 00 00 00 00 20 01 50 3d e3 SF dl <O 00 0O
0020 00 Oc [V FENSE T 50 18 03 00 14 00
0030 02 00 OFf 00 00 00 00 00 OO0 00 00 00

0| Text item (text), & bytes |Packets: 128 Displayed: 6 Marked: 0 Dropped: 0 |Pr0FiIe: Default =

En principio. Y dada la reiteracion, seria eso. Lo extrafo es que la dimensidn de esos paquetes es muy
pequefia. Y la de estos es muchisimo mayor. Es muy posible que, por la negabilidad, se pueda estar
utilizando el STP propio del router y sumarle al mismo mensajes de esta gente, pasando asi
completamente inadvertidos para todo el mundo.
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1. Open Settlement Protocol (OSP) for IP telephony,
https://ams-osram.com/innovation/technology/open-system-protocol

2. Open System Protocol (OSP) for dynamic lighting applications. allowing control of multiple
devices in a master-slave architecture. It enables the integration of sensors and actuators for
advanced lighting designs and smart surfaces.

Open System Protocol (OSP)

e Purpose: Developed by ams OSRAM, the Open System Protocol is designed for dynamic lighting
applications, allowing control of multiple devices in a master-slave architecture. It enables the
integration of sensors and actuators for advanced lighting designs and smart surfaces.

e Features:

e License-Free: OSP is open for everyone and does not require a license, promoting widespread
adoption and innovation.

e Device Control: It can control over 1,000 devices individually, allowing for complex lighting
setups and interactive functions.

e Communication Layers: OSP is structured into a base protocol covering the lower layers of the
ISO/OSI model and a device-specific application layer.
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WinPcap: Realtek Gaming 2.5GhE Family Controller (192.168.1.143) {F5573732-D8AC-4462-9964-6758A8C 5FIFA} Stop Start
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Reload Case Files

Buffered Frames to Parse;
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@ Language

amii OSRAM

SSO for Employees or Agencies
(registration of agency accounts via
your ams OSRAM responsible contact):

Use your ams OSRAM credentials

Customer login (username/password):

& Email/Username

@ Password

Lost password?

Register a new customer account

Cookies % Terms of Use

Ademas descubro que se conectan de forma indirecta, negacién plausible, a través de bynder. Justo
como hizo el servicio secreto de estados unidos con el MK-Ultra.

Fuentes:

e https://eipnet.net/index.php/2023/12/20/the-ieee-802-lan-man-standards-committee/
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